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When Rafi Ron tendered his notice to the Israel Airports Authorities, little did he know how

significantly the aviation security industry would change or how timely his decision was to establish

New Age. Philip Baum caught up with him in Boston where New Age are acting as consultants to the

airport that has heen one of the most proactive in security development despite, or perhaps because

of, it being the departure point for two of the hijacked airliners a year ago. Ron talks about how

Boston's Logan Airport has adapted to the new era and explains his faith in a new style of profiling -

behavioural pattern recognition.

What was your initial thought when you
saw those now infamous images on your
television a year ago?

They represented the worst nightmare for
anyone involved in counter-terrorism. It
was obvious that this was a terrorist attack
from the first crash. Aircraft have been fly-
ing since the beginning of the last centu-
ry and it's only lately that they've started
to crash into buildings. And, there is
always somebody at the controls

How much of a surprise was it for you
that this type of attack happened in the
United States, particularly on domestic
flights?

It was a surprise, but not because a
domestic flight was hijacked, rather
because of the scale of the attack.
Knowing American domestic aviation secu-
rity standards, it was always a very
exposed target. The fact that there was
active terrorism against the US domestical-
ly was nothing new.

And you were already set to complete
your term of service as Head of Security
at Tel Aviv's Ben Gurion airport on
September 30th?

Yes that is correct. I gave notice about 3
months before reaching the end of my con-
tract. I decided to go into the private sec-
tor because I realised there would be a
shift in responsibility from airlines to air-

Facing page: Arquably the best way of
identifying the likes of the nineteen
September 11 hijackers is through
behaviour pattern recognition

ports. Having done my job at Ben Gurion
Airport for 5 years certainly gave me an
advantage, so even without, and indeed
before, 9/11, I was on the way to establish
my own company. Of course 9/11 has made
it all extremely more relevant and much
more hectic than it would have been under
normal circumstances.

And you are now in Boston. Was Boston
your first contract?

Boston is my first contract. I left Ben
Gurion on October 1st and a couple of
weeks later I was approached by Massport
to come in and provide them with a pro-
posal for consultancy. Since then I have
been warking here. New Age currently con-
sists of 10 men, but we are recruiting peo-
ple on an ad hoc basis according to spe-
cific contracts that we have and we already
have a few more.

Where else do you have contracts?

A few months ago we finished a contract at
Schipol Airport in Amsterdam where we did
a study for the Dutch government on the
security checkpoint procedures. Our recom-
mendations were discussed with the Dutch
government and most of them were adopt-
ed. We are now engaged in further con-
tracts here in the US in training security
personnel. We are involved with the
Massachusetts State Police. We are also
engaged with other airports. Right now we
have teamed up with an American compa-
ny to plan the security at San Juan, Puerto
Rico and we have been short-listed by a
major port authority here in the US - we
are waiting shortly to hear whether we
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actually won the contract.

When you first came to Boston, what
shocked you most about the security here?

It was the overall atmosphere that, on the
one hand, everybody realised that the way
things were handled in most American air-
ports, including Logan, before 9/11 were
completely wrong and did not meet the
threat, whilst, on the other hand, there
was very little knowledge as to how to go
about changing the situation. Logan had
been heavily criticised by the media, and
by the public, for the fact that two groups
of terrorists were allowed to board the air-
craft here. I think that, among profession-
als, it would be fair to say this could have
happened in other American airport. Logan
was probably chosen for other reasons
rather than the bad security performance.

Departure points providing the longest
distance domestic flights, laden with
the maximum amount of fuel?

That's right. And they probably wanted to
simplify the navigation and wanted a high
profile target. So, as New Yark was chosen
as a target, Boston was an obvious airport
to take off from.

Other than securing the services of con-
sultants, in practical terms what did
Massport do to increase security at
Logan?

Massport adopted, from a very early stage,
a policy of moving ahead with security and
not waiting for the federal government, or
anybody else, to create policies. This was




Massachussetts troopers at Boston’s Logan
Airport (Photo: Chaz Boston Baden)

proven to be the right policy because we
started, for example, to design the inte-
grated screening systems here long before
the government had decided on what they
should look like. If you go around the air-
port now you will see a lot of construction
work already being done to build the sys-
tem and Logan will probably be one of the
only airports in America that, by the end
of year, will have this already done.

What has actually been achieved in
terms of improving the level of security
afforded passengers and aircraft depart-
ing Logan?

I have some difficulty in answering this
question. 9/11 occurred a year ago, but it
took a few months to get everybody orient-
ed in the right direction. Since then things
have started to move but I would say the
greatest difference lies in the overall atti-
tude to security. That dictates a lot of the
behaviour of people at the airport. People
do not ignore anything that may have a
security implication. So if somebody moves
around and there is something suspicious
about him, you can bet that somebody will
react immediately. That was not the situa-
tion before 9/11. Anybody who enters the
restricted areas without proper identifica-
tion will be spotted immediately and peo-
ple will react to that on the spot and he
will be dealt with very forcefully.

If you look at the way the security
most
American airports, all right, you may still

checkpoints are being run in

be able to take a box cutter through which
is not good news but, at the same time, it's
also not as dramatic as it is described by
the media. If everybody expects the securi-
ty system to rely on the ability of the
checkpoint to identify box cutters, then we
are going to fail and we are going to face
more 9/11s. There is something else that is
needed - something the aviation security
industry has not yet accepted - and that is
the need for profiling. Or, in other terms,
the human factor. That is something that
I've been advocating here in the US very
vocally, because I don't think that there’s a
way to stop all box cutters from getting on
board. We really need to make sure that the
Richard Reids of this world, who have been
identified as a possible threat, are properly
searched, to the point that they will not be
able to bring even a box cutter on board.
Logan is already doing something in
that respect. We have developed a pro-
gramme called BPR - behaviour pattern
recognition. We've moved away from the
term profiling because the interpretation
of the term is not what we mean. We don’t
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mean selecting people because of
the colour of their skin - that is
nonsense. We do believe though
that it is related to his national
background and many other things
that relate to his behaviour. When I
say his behaviour, I don’t necessari-
ly mean just the way he maves or
his body language, but what I mean
is also the way he runs his life. Is
this a guy who has had a permanent
job for the last 20 years and has a
family with 2 little kids and back
home he has been paying all his
debts and living at the same place,
etc., etc., etc., etc.? If we have
access to this information and we
can say that the person we are fac-
ing is somebody who represents a
legitimate person through his
lifestyle, then we can view him in a
different way.

How do you prevent somebody get-
ting onto a plane and hijacking it,
bearing in mind that they might
actually go through the security
checkpoint with nothing whatsoev-
er that poses a threat? They could
use a glass bottle that they get air-
side, they could use their bare
hands, they could even put togeth-
er an explosive device with the
components that they can buy in
most airport duty-free shops.

Well, about constructing or making
explosives at the airport, if the air-
port is secure enough this becomes
very very difficult and I don’t think
that we are exposed to this threat.
But, as far as the unarmed passen-
ger or the unarmed group of passen-
gers who go on board aircraft, which
is more or less what happened on
9/11, that's another story. It was
not the box cutters that made the
difference, but rather the number of
board.
Airports are not the only players in
the security set-up. There's the air-
port, there's the government, and
there’s the airline. Everyone has to
play their part and when we speak

dedicated terrorists on

about the aircraft, they need to be
equipped with bulletproof cockpit
doors and with sky marshals.

On every aircraft?

I would answer yes. Just as airlines
have been very careful in hiring and
counting the number of flight atten-
dants on board in order to serve you
your cup of tea. I don't know what
is more important - serving you the
cup of tea in time by having three
flight attendants on board or
maybe, if the issue is a financial
matter, they drop one of the flight
attendants and put a sky marshal on
board instead. But sky marshalling
isn’t the role of the airline. It is the
role of the government.

I think that the war the US is
engaged in right now is a homeland
war, and not out there in
Afghanistan. The war is right now,
right here and there are billions of
dollars being spent on defence sys-
tems and manpower to defend the
country against a threat that does-
n't necessarily exist any more since
the end of the Cold War; if only a
part of it was diverted to running a
comprehensive skj marshal pro-
gramme, that would make sure that
every aircraft was properly protected
and could not be turned into a guid-
ed missile that could be directed to
strategic targets in the US.

But the main argument against
that is the fact that you would
have to recruit so many sky mar-
shals and arm so many people
that it would be very difficult to
ensure that there will be no bad
eqggs getting into the sky marshal
programme?

What I see right now is that they
decided to arm the pilots. I can't
think of anything worse than that.
Pilots should fly airplanes and sky
marshals should look after security.
When an attack occurs, that's exact-
ly when you need the pilot holding
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the helm. Secondly, it's just a matter of

. time until these guns will be used at the

wrong time against the wrong target and I
don't want to be on that aircraft when that
happens. As far as the number of the sky
marshals - look, I don't know how many
marines are being paid for by the US, how
many rangers there are out there in the US
army, how many pilots are flying F16s and
how many sailors are sailing the American
Navy ships, but I know one thing, the
number of sky marshals probably could be
a drop in the ocean compared to these
numbers. So I don't think that is the issue.
The issue is how to prioritise and to realise
where the war is - where the front is and
where the war is right now and to deal
with it specifically.

What is your overall view on the way in
which the United States has responded to
9/11 in respect of aviation security?

I think that, on the one hand, there is a
very strong drive in Washington, in local
government and at the airports and air-
lines, but the airlines are crumbling
under the financial pressures. The air-
ports are following them, not far behind.
Now the government has created the TSA
that is focussing on aviation security
hefore it moves into other fields - that's

Rafi Ron, former Chief Security Officer at Ben Gurion Airport and now Managing Director of New

&

good news for aviation. I am not sure it's
such good news for the other modes of
transportation because there is no guar-
antee that the next attack will be against
aviation. But, if we look at it from the
aviation point of view, the government
has allocated a substantial amount of
financial resources and has set standards
for screening procedures. It has taken
over these operations from the airlines,
which I believe is good news, but in the
future I believe this should be given back
to the private sector because there is no
reason why the government, after the
standards have been set, should keep on
doing it.

So they're now taking it very seriously
and they're trying to elevate the standards
of the people that they recruit, but they
have to recruit so many different people in
such a short period time they'll have to
jeopardise their standards or the goals
they set for themselves. What they're doing
on the screening side .should be highly
appreciated, but they're focussing only on
screening and don't see the rest of the pic-
ture. And the rest of the picture is just as
important because the security system’s
strength is judged by the weakest point,
not by the strongest point. You can invest
$4 billion, which is more or less what will
be invested by the end of this year, in
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screening, but if you don't have perimeter
security around the airport, and anyone
can walk up to an aircraft, you haven't
done much because the passengers’ bags
are not the only way to put a homb on
board an aircraft.

How realistic were the deadlines that
were set?

Extremely unrealistic. Logan is going to be
one of the only airports that will reach this
deadline in a reasonable way. The rest of
the American airports will probably meet
this standard because it's the law, but they
will do it at the expense of customer serv-
ice. There will be explosive detectors in
front of the check-in counters and passen-
gers will have to open their bags in a pub-
lic place - most American airports will look
the way Ben Gurion Airport looked in the
80s. That is not good news for the industry.

Why do you think that governments -
not only in the United States - but prac-
tically everywhere in the world, are so
reluctant to train their staff in behav-
ioural analysis, especially given that
immigration officers and, more particu-
larly, customs officers, do use that
approach?

Their attitude to the question of the secu-
rity. In most countries - especially most
western countries - security is not a major
issue. It is not high on the priority list.
Look, even before 9/11 those checkpoints
that we are looking at right now - they
existed! People were working them, only
they didnt know what they were doing.
Nobody paid attention to what they were
doing. It was a case of let’s get the lowest
paid person sitting in front of the screen
and not waste our money and time in even
trying to train him. I'm afraid that even
western Europe, that did move ahead
before 9/11 on aviation security, still com-
promised a lot in its effectiveness. The use
of technology is very sexy from the politi-
cal point of view - you project a hi-tech
image to the industry and it's very easy to
discuss technological systems and to
spend money on technological systems.
It's much more difficult to speak about



behavioural aspects and to adopt a tool or
a methodology that will help you deal with
this. By doing that, you expose yourself to
decision-making and, God forbid, people
will have to take decisions. As long as
machines take decisions, that's fine. It's
comfortable for everybody. Worst comes to
worst, you can always blame the technolo-
gy and stay in the clear. But if you have to
train people to take decisions and they
take decisions and they fail, because there
is always a percentage of failure in any-
thing that we do, well...

People are still more likely to select
people that are members of the Islamic
faith for additional screening if we do
profile. They are not likely to focus on
the average WASP.

Look, the answer to that is very simple.
It's not a crime to use your intelligence.
The fact is that, right now, most of the
terrorists that are acting against the US
are coming out of extreme Muslim groups.
This is a fact that cannot be denied. I

know people can say there are always the
likes of Timothy McVeigh so why pick on
the Muslims. And I say, don‘t pick up on
the Muslims but, at the same time, don't
ignore the fact that most of the terrorists
right now are coming from extreme
Muslim groups. Now that doesnt mean
that you should automatically make every
Muslim a selectee in your security
process, but, at the same time, don't
ignore it. I was invited to testify before a
House committee in Washington on pro-
filing. I received tremendous support
from the committee members. There were
about 30 of them, and I think that about
28 of them were extremely supportive of
the use of BPR because it excluded the
racial element. One of the committee
members asked me specifically whether
nationality should be an element in secu-
rity profiling. And my answer was ‘if
somebody’s home address is a cave in
Afghanistan, it would be ridiculous to
ignore it There’s nothing unconstitution-
al to use nationality as part of your secu-
rity profiling when it comes to protecting

the US against its enemies. The people
who wrote the constitution never intend-
ed to blur the view of the government in
this country in identifying who is their
enemy and who is not. So it may be polit-
ically correct to go and pick on a 72-year
old Norwegian, but it's not very practical.

What about the future threat? How do
you view the possibility of a chemical or
biological attack using aviation?

We're not prepared from the point of view
of technological sclutions, but the only
effective answer to all type of threats, old,
new, and even those that we've not talked
about yet, is the BPR concept. That's the
only system because it does not identify
the weapon, it identifies the person and if
somebody intends to carry out an attack
on board an aircraft by the use of chemical
weapons, you will be able to identify him.
First of all by his behaviour, especially
considering that identifying a chemical or
biological agent will be extremely difficult,
if not impossible. @
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